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Abstract: Wireless multimedia sensor networks (WMSNSs) face challenges such as high energy consumption, latency, and ensuring secure
data transmission, especially for real-time multimedia applications. To address these issues, this study proposes the enhanced adaptive
transmission control algorithm (EATCA), which integrates a bidirectional long short-term memory (LSTM) model and chaos-based
lightweight cryptography. EATCA optimizes energy consumption, reduces latency, and improves data security through the use of adaptive
clustering and predictive transmission techniques. The algorithm uses meta-heuristic optimization for cluster head selection and fuzzy logic
for route prioritization to ensure efficient data transmission. A chaos-based encryption scheme ensures data confidentiality with minimal
computational overhead. The simulation results show that EATCA achieves 43.53 % lower energy consumption compared to traditional low
energy adaptive cluster hierarchy (LEACH) protocols, a 96 % packet delivery ratio (PDR), and a 42 ms latency, making it suitable for time-
sensitive multimedia applications. The system also achieves an 85 % compression ratio while maintaining security overhead as low as 7 %.
These results make EATCA a reliable and energy-efficient solution for optimizing WMSNs and pave the way for scalable and secure network
implementations.
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to delays, multimedia data requires specialized routing
protocols that can dynamically adapt to network conditions.
Traditional routing protocols are often insufficient to handle
the complexity of WMSNSs, so innovative approaches are
required [2]. To overcome these challenges, the enhanced
adaptive transmission control algorithm (EATCA) was
introduced, which provides a dynamic and efficient solution
to optimize routing and resource allocation in WMSNSs.
EATCA uses adaptive control techniques to dynamically
select the optimal transmission paths based on real-time
network conditions. By incorporating machine learning
models, the algorithm predicts link quality and network

1. INTRODUCTION

Wireless multimedia sensor networks (WMSNs) have
revolutionized modern communication systems by enabling
the transmission of rich multimedia content such as images,
audio and video across wireless environments. These
networks support critical applications in areas such as health
monitoring,  environmental  surveillance, intelligent
transportation systems, and smart cities. Despite their
potential, WMSNs face significant challenges due to the
energy and resource constraints of sensor nodes, high data
volumes, and the strict quality of service (QoS) requirements
associated with multimedia transmission.  Efficient

optimization strategies are essential to overcome these
challenges and ensure the reliable transmission of multimedia
data [1].

One of the key issues in WMSNSs is balancing the
competing demands of energy efficiency, latency, and
transmission quality. Due to its high volume and sensitivity
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performance, enabling proactive adjustments to routing
decisions. Unlike static algorithms, EATCA adapts to
fluctuations in network conditions, such as varying traffic
loads, energy levels, and link reliability. This adaptability
ensures that multimedia data is transmitted efficiently,
reducing delays and minimizing packet loss [3].
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An important feature of EATCA is the integration of
measurement-based techniques that continuously monitor
key network parameters such as energy consumption, link
quality, latency, and packet delivery ratios. These real-time
measurements are used to refine the algorithm’s decision-
making process and ensure optimal resource utilization. For
example, if a network link has a high delay or packet loss, the
algorithm re-routes the data through alternative paths to
maintain transmission quality. This dynamic adjustment
increases the resilience and reliability of WMSNSs, especially
in challenging environments [4].

The proposed EATCA is designed for various application
scenarios. For example, in health monitoring, wearable
sensors that generate real-time video feeds require low
latency and high reliability to support critical patient care.
EATCA ensures that data from such devices is transmitted
efficiently and meets strict QoS requirements. In contrast,
environmental monitoring applications prioritize energy
efficiency for longer network operation. The algorithm’s
energy-aware design extends the network’s lifespan by
optimizing transmission routes and reducing redundant data
transmissions [5].

Another highlight of EATCA is its ability to compress and
prioritize multimedia data. By implementing lightweight
compression techniques, the algorithm reduces transmission
overhead and thus ensures efficient use of bandwidth. In
addition, EATCA prioritizes critical data packets, such as
alarm signals in surveillance applications and guarantees their
timely delivery. The results show significant improvements
in metrics such as energy consumption, end-to-end delay, and
packet delivery ratio. The algorithm outperforms the existing
methods in handling high data traffic while maintaining
energy efficiency, making it an ideal choice for modern
WMSNSs [6].

In summary, the EATCA combined with advanced
measurement techniques is a state-of-the-art solution for
optimizing WMSNSs. Its adaptive nature, real-time decision-
making capabilities, and focus on QoS make it a robust
framework for diverse applications. This paper explores the
design, implementation, and performance evaluation of
EATCA, showcasing its potential to address the challenges of
WMSNSs and unlock new possibilities in wireless multimedia
communications [7]-[9].

Research in wireless sensor networks, also known as WSN,
has primarily focused on issues of network durability and
energy requirements. The low energy adaptive cluster
hierarchy, abbreviated as LEACH, is a hierarchical routing
protocol specifically designed for potentially chaotic node
distribution [8]. It combines the phases of initialization and
steady-state operation to reduce the overall power
consumption of the network. The network's performance is
degraded when the LEACH algorithm uses a random
selection process for cluster heads (CHs), as has been
observed [9]. Compared to the LEACH protocol, the
centralized LEACH (LEACH-C) algorithm exhibits an
improved selection of CHs by using previously obtained
information about the energy and location of the nodes.
LEACH-E uses a maodification of the algorithm known as
minimum spanning tree to select the nodes that act as CHs
[10]-[12].

This research addresses critical gaps in existing wireless
sensor network research, including inefficiency in energy
utilization due to static topology control mechanisms; limited
adaptability to dynamic network conditions, such as node
failure or mobility; suboptimal gradient-based algorithms that
fail to minimize latency and extend network lifespan. This
work builds on previous methods by introducing a dynamic
gradient-based approach that significantly optimizes power
consumption while ensuring robust connectivity and
scalability.

2. PROPOSED METHODOLOGY

The proposed system introduces the EATCA to address the
challenges of efficient multimedia data transmission in
WMSNSs. This system is designed to optimize routing
decisions, improve QoS, and increase network performance
while maintaining energy efficiency and minimizing delays.
EATCA integrates adaptive transmission control, real-time
network monitoring, and dynamic path optimization to
achieve superior performance metrics compared to traditional
approaches.Fig. 1 shows a network with cluster diagram.
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Fig. 1. Proposed methodology.

System architecture

The system architecture consists of
components:

1. Network monitoring module: Continuously collects
real-time data on network parameters, including energy
levels, link quality, latency, and bandwidth availability.

2. Adaptive routing module: Uses machine learning-based
predictions and fuzzy logic to dynamically select optimal
transmission paths.

3. QoS assurance module; Ensures that multimedia data is
prioritized based on application-specific requirements such as
latency, reliability, and energy consumption.

three  main

Key features of EATCA

» Dynamic path selection: EATCA predicts link quality
and dynamically adapts transmission routes to real-time
network conditions.
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» Energy-aware routing: Nodes with higher residual
energy and reliable connections are prioritized to extend
network lifetime.

» QoS prioritization: Multimedia packets are categorized
and prioritized to ensure timely and reliable delivery of
critical data.

» Lightweight encryption integration: Secures data
transmission with minimal overhead using chaos-based
cryptographic techniques.

Algorithm: Enhanced adaptive transmission control
algorithm (EATCA)

Algorithm steps

Algorithm pseudocode

Algorithm: Enhanced adaptive transmission control
algorithm (EATCA)

e Initialization:

Distribute the sensor nodes over the target area.

Initialize node parameters: energy level, transmission range,
and link quality.

Define QoS thresholds for latency, packet loss, and energy
consumption.

e  Network monitoring:

Continuously collect metrics such as:
- Residual energy of nodes.
- Link quality indicators (e.g., signal-to-noise ratio, PDR).
- Latency and bandwidth availability.

Input: network topology,
QoS requirements,
multimedia data streams.
Output:  optimized transmission paths,

secure data transmission.

e Initialize sensor nodes (energy, range, metrics).
e While the network is active:
Collect real-time metrics (energy, link quality, latency).
Classify the data into priority levels.
Predict link stability with bidirectional LSTM.
Rank paths using fuzzy logic (energy, QoS, link quality).
Assign paths dynamically based on rankings:

- High-priority — Reliable paths.

- Medium/low-priority — Energy-efficient paths.
Encrypt data with chaos-based cryptography.
Transmit data and monitor performance.
Update routing parameters based on feedback.
e End while.

o Data classification:

Classify multimedia data into priority levels:
- High priority: Real-time data such as video feeds or
emergency alerts.
- Medium priority: Sensor readings with moderate latency
requirements.
- Low priority: Non-critical data.

e Path prediction and selection:
Use a machine learning model (e.g., bidirectional LSTM) to
predict link stability based on historical data and real-time
metrics.
Apply fuzzy logic to evaluate and rank the available paths
based on:

- Energy efficiency.

- Link quality.

- QoS metrics.

e Data transmission:

Assign routes dynamically based on predicted path rankings.
High-priority data is transmitted over the most reliable paths
to minimize delays and packet loss.

Medium and low-priority data is routed via energy-efficient
paths.

e  Secure transmission:

Implement lightweight chaos-based cryptographic techniques
for encryption.

Use an XOR-based iteration loop to ensure secure data
exchange.

e Adaptive feedback:

Monitor transmission performance.

Adjust path selection and routing parameters based on
observed network changes.

Advantages of the proposed system

» Energy efficiency: By prioritizing nodes with higher
residual energy, EATCA extends the overall network
lifespan.

» QoS Improvement: Dynamic path selection ensures that
multimedia data meets stringent latency and reliability
requirements.

» Adaptability: Real-time monitoring and feedback allow
the system to adapt to changing network conditions.

» Security: Chaos-based cryptographic techniques ensure
secure data transmission with minimal computational
overhead.

» Improved scalability: The adaptive nature of EATCA
enables  efficient  performance in  large-scale
deployments.

3. RESULTS AND DISCUSSION

The proposed EATCA was implemented in a simulation
environment using MATLAB. The performance was
compared with traditional methods, including the LEACH
and the predictive transmission count (PTC) algorithm.
metrics such as mean square error (MSE), energy
consumption, delay, packet delivery ratio (PDR),
compression ratio, and security overhead were evaluated.

Simulation setup

e Network size: 100 nodes in a 100 m x 100 m area;

e  Transmission range: 20 m;

e Initial node energy: 0.5 J;

e Data types: High-priority video streams and low-priority
sensor data;

e QoS requirements: Latency <50 ms, PDR > 90 %;

e Simulation time: 1000 s.
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Energy consumption

Energy efficiency was assessed by measuring the total
energy consumed during the simulation (Table 1).

Table 1. Energy consumption analysis.

Algorithm Total energy  Improvement
consumed [J] over LEACH [%]

LEACH 8.5 -

PTC 6.3 25.88

EATCA (Proposed) 4.8 43.5

EATCA shows superior energy efficiency and consumes
43.53 % less energy than LEACH due to its adaptive routing
and priority-based data transmission. By using optimal
clustering, redundant transmissions are reduced, further
saving energy.

Mean square error (MSE)

MSE was used to assess the accuracy of the data prediction
model (Table 2).

Table 2. MSE analysis.

Algorithm MSE
LEACH 0.024
PTC 0.017
EATCA (Proposed) 0.009

The integration of bidirectional LSTM for link prediction
in EATCA significantly improves the accuracy of the
transmission paths and achieves the lowest MSE of 0.0009.
This ensures reliable and efficient data transmission.

Packet delivery ratio (PDR)

The PDR was measured to assess the reliability of data
transmission (Table 3).

Table 3. PDR analysis.

Algorithm PDR [%]
LEACH 87
PTC 91
EATCA (Proposed) 96

EATCA achieves the highest PDR of 96 %, proving its
ability to deliver multimedia data reliably even with high data
traffic.

Latency

Latency is crucial for multimedia applications. It was
measured in ms (Table 4).

Table 4. Latency analysis.

Algorithm Latency [ms]
LEACH 120

PTC 75

EATCA (Proposed) 42
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EATCA minimizes latency to 42 ms, well below the
acceptable threshold for real-time multimedia applications.
This improvement is due to the dynamic path selection
mechanism. The comparative analysis is shown in Fig. 2.
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Fig. 2. Proposed method performance analysis.

The proposed EATCA algorithm is a comprehensive
solution that effectively balances energy efficiency, QoS, and
security, making it ideal for next-generation WMSNS.

4, CONCLUSIONS

The proposed EATCA effectively solves critical
challenges in WMSNSs by integrating predictive transmission,
adaptive clustering, and lightweight cryptography. The
algorithm shows significant improvements in energy
efficiency, latency, and data security. It achieves a 43.53 %
reduction in energy consumption, 96 % PDR, and a latency
of just 42 ms. The chaos-based encryption ensures secure
communication with minimal computational overhead. These
results validate EATCA as a robust solution for real-time
multimedia applications in WMSNs. Future research will
investigate the extension of the algorithm for heterogeneous
networks and further optimization of its computational
complexity to improve scalability and efficiency.
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