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Abstract: The rapid growth of internet of things (IoT) applications, especially in wireless sensor networks (WSNSs), has led to the generation
of large amounts of real-time data from interconnected devices. This growth leads to challenges in securing data access and managing
resources efficiently. To address these challenges, we propose a dynamic trust-based access control (DTAC) model for loT and WSN
applications. The DTAC model integrates behavioral trust evaluation and context-aware decision making to dynamically adapt access
permissions to network conditions in real-time. the trust scores are calculated using fuzzy logic and machine learning techniques, which
enable adaptive decision-making. To increase security, the model uses a hybrid encryption scheme that combines elliptic curve cryptography
(ECC) with lightweight symmetric encryption, ensuring data confidentiality with minimal computational overhead. In addition, access
control decisions are refined by contextual factors such as user roles, device locations, and data sensitivity. The model includes
a collaborative re-evaluation mechanism that periodically updates trust scores and isolates malicious nodes without compromising network
stability. The DTAC model is evaluated on key metrics such as security resilience, energy efficiency, and latency and demonstrates better
performance than existing solutions. This model provides a scalable, energy-efficient, and secure framework for 10T and WSN applications
that ensures reliable data access and privacy in diverse environments.

Keywords: dynamic trust-based access control, wireless sensor networks, internet of things security framework, hybrid encryption scheme,
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1. INTRODUCTION decryption based on predefined functions or attributes and

The internet of things (I0T) has ushered in a transformative ~ €1SUres thgt data access is restri_cted to authorized entities. For
era by enabling connected devices to communicate and ~ €X@mPple, in a smart home environment, FE can allow a user
exchange information seamlessly. This innovation has t© decrypt only energy consumption information without
significantly influenced various fields, including healthcare, ~revealing other sensitive data. This ensures data privacy and

smart cities, and industrial automation. However, the growth ~ SUPPOrts the principle of least privilege. By combining FE
of 10T has also increased security and privacy concerns, with RBAC, this model provides secure and efficient access

especially in wireless sensor network (WSN) computing, control tailored to the hierarchical and dynamic nature of loT
which serves as the fundamental layer in the 10T system. Systems[4]-[6]. . _
WSN computing solves the latency issues of cloud-based loT The manuscript is organized as follows: The next section
services by processing data closer to the network edge. reviews the current literature on WSN and loT security and
However, the increasing number of interconnected nodes and ~ identifies the main limitations and challenges. The proposed
the amount of real-time data generated pose significant integrated security model with advanced access control (ISM-
security challenges [1]-[3]. AAQC) is explained in Section 3, with a detailed explanation
To mitigate these challenges, a robust security framework  Of its encryption processes, access control mechanisms and
that integrates functional encryption (FE) with role-based  re-encryption capabilities. Section 4 presents the simulation
access control (RBAC) is introduced in this work. FE is  settings, parameters, and results and provides a comparative
a sophisticated  cryptographic technique that enables analysis of the proposed method with existing solutions.
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Section 5 concludes the study by summarizing the results and
discussing directions for future research, including possible
integration with artificial intelligence for adaptive security
measures.

This structure ensures a comprehensive presentation that
takes the reader from problem identification through to
evaluation of the proposed solution and its wider
implications. The approach combines state-of-the-art
techniques with innovative methods to effectively address
critical issues in 10T security.

2. RELATED WORKS

The integration of 10T into modern applications has raised
significant concerns about the security and privacy of data.
As 10T devices are inherently vulnerable due to limited
resources such as energy and processing power, traditional
security mechanisms are often inadequate. Therefore,
numerous studies have been conducted to address security
issues in WSNs and IoT systems [7].

In recent years, access control mechanisms have become
increasingly important in securing loT devices and networks.
Traditional RBAC systems, where access permissions are
assigned based on predefined roles, are commonly used.
However, these systems lack the flexibility to adapt to the
dynamic nature of I0T environments. To overcome this
limitation, trust-based access control mechanisms have been
proposed, where access decisions are made based on trust
metrics, including the behavior and reputation of devices and
users. These models provide a more context-aware and
adaptable approach to managing security in WSNs [8]-[10].

Several studies focus on the integration of encryption
techniques to safeguard communication in loT systems.
Symmetric encryption algorithms such as advanced
encryption standard (AES) are widely used due to their
efficiency in terms of computation and energy consumption.
However, symmetric encryption alone may not suffice to
address the multiple security challenges in IoT applications.
As a result, hybrid encryption techniques that combine both
symmetric and asymmetric encryption have been explored to
strike a balance between security and efficiency. For
example, the combination of RSA and advanced encryption
standard AES is often used to secure data transmission in loT
networks, ensuring both confidentiality and integrity [11].

In addition, key management is another important aspect
of securing loT systems. Various systems for key generation,
distribution, and management have been proposed, but the
challenges remain in achieving scalability and flexibility,
especially in large-scale 10T networks. Research has explored
dynamic key management protocols to address these issues
and provide a robust solution without overloading the
network [12].

A study by S. R. R. M. Prasanna and colleagues (2020)
examined the integration of FE and RBAC for 10T networks
and emphasized the need for secure, scalable solutions in real-
time systems. In addition, several studies have incorporated
the concept of re-encryption to improve data security to
ensure that sensitive data remains protected even when
accessed by unauthorized users [13]-[15].

Despite these advancements, there are still some gaps in
the field of 10T security. While existing solutions often focus
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on individual aspects such as encryption or access control,
there is limited work that effectively combines these
mechanisms into a unified framework. Furthermore, the need
for dynamic, context-aware security protocols remains
largely unaddressed in many existing models. Another
critical issue is scalability, especially in large-scale 10T
networks where traditional security models may not be
sufficient to handle the growing number of devices. The lack
of comprehensive solutions that integrate encryption, access
control, and key management, while taking into account the
dynamic and resource-constrained nature of 10T systems is
a significant research gap.

3. PROPOSED METHOD

The ISM-AAC mechanism aims to solve the pressing
security challenges in 10T environments, where data is
transmitted across numerous devices and networks. loT
applications are growing rapidly, and as they scale, security
becomes a major concern due to the large number of
connected nodes and the significant amount of real-time data
being generated. In response to these concerns, the ISM-AAC
mechanism integrates a robust combination of FE and RBAC
as well as a dynamic re-encryption process to create a secure
communication framework. This model is designed to ensure
that only authorized users or devices can access sensitive
data, while minimizing the risk of unauthorized access, data
breaches, or tampering.

In the proposed method, the first step involves the
initialization phase, in which each 10T device is uniquely
identified and initialized with specific security credentials,
such as encryption keys. After initialization, the user
management process begins, where users are authenticated
using their credentials, and devices are assigned specific roles
via a RBAC system. This system divides users into different
roles and assigns them different access rights to ensure that
only those with the appropriate permissions can access
sensitive data. Table 1 shows the proposed terminology.

Once the access control system is set up, the FE mechanism
is applied. FE is an advanced encryption method that can be
used to encrypt data in such a way that only authorized users
can perform specific computations or access certain
functionalities on the data without being able to decrypt the
entire dataset. This means that even if the data is intercepted
during transmission, it remains secure and cannot be accessed
or manipulated by unauthorized users. This encryption
ensures confidentiality, while the functional aspect
guarantees that the data can be processed securely and as
required by the system.

Because 10T environments are dynamic environments
where nodes frequently join or leave the network and roles
change over time, the re-encryption process plays a critical
role in maintaining security. When the role of a device
changes or an unauthorized access attempt is detected, the
system triggers a re-encryption of the data. This process
ensures that old encryption keys are no longer valid and new
keys are generated for ongoing secure communication. Re-
encryption increases security by dynamically updating the
system’s protection mechanisms, thereby reducing the risks
associated with key exposure or unauthorized role changes.
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Table 1. Terminology.

Terminology Explanation

loT A network of interconnected devices that communicate and exchange data, often including sensors,
actuators, and smart devices.

ISM-AAC A security framework for 10T networks integrating FE and RBAC to ensure secure communication
and data access.

FE An advanced encryption technique that enables selective decryption of specific functionalities or

computations of encrypted data without exposing the entire dataset.

Re-encryption

The process of updating encryption keys when a device's role changes or unauthorized access is

detected, ensuring continued security and integrity of transmitted data.

Access control
role assignments and permissions.
Key management
and decryption processes.
Data confidentiality
storage within the 1oT network.
Data integrity
storage.

A mechanism that regulates who can access certain data or resources in the 10T network, based on
The process of generating, distributing, storing, and updating cryptographic keys used in encryption
Ensuring that sensitive data remains protected from unauthorized access during transmission and

Ensuring that the data is accurate, unmodified, and has not been manipulated during transmission or

The ISM-AAC mechanism process begins with network
initialization and user authentication. Once a device is
authenticated, its access rights are set based on the assigned
role, which controls the extent of the device's interaction with
the network. The data is then encrypted using the FE scheme,
and only authorized users can decrypt or compute with the
data based on their roles and permissions. The encrypted data
is transmitted securely and decrypted at the destination only
by users who have the correct decryption keys, ensuring data
confidentiality and integrity. If the roles change, or if there
are indications of a security breach or an access attempt, the
system automatically initiates a re-encryption process to
maintain the integrity of the network.

This integrated approach provides a highly flexible and
secure environment for 10T systems, where access control
and encryption are both dynamic and context-aware. It adapts
to the continuously changing nature of loT networks and
ensures that data remains secure at all times. The ISM-AAC
mechanism guarantees that sensitive data remains protected
from unauthorized access even in large-scale deployments
while remaining accessible to authorized users, maintaining
both data confidentiality and functionality in a decentralized
loT architecture.

The ISM-AAC mechanism comprises a series of steps that
ensure the secure transmission of data between I0T devices.
First, the system authenticates each device and assigns
appropriate roles and permissions to the users. Then, FE is
applied to the data to ensure that only users with the correct
permissions can perform specific operations on the data
without exposing the entire dataset. Once encrypted, the data
is transmitted securely. If unauthorized access or a role
change is detected, the system triggers a re-encryption
process to maintain the security of the communication. On
arrival, the recipient checks their access rights and, if
permitted, decrypts the data.

Users are assigned and revoked using the
assign_user(r_user) and revoke_user(r_user) functions,
respectively. The pseudocode for this process is shown in
Algorithm 1.
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Algorithm 1:
Pseudo code for the allocation algorithm ISM-AAC

Input:  UserCredentials, DevicelD, RoleAssignments, EncryptionKeys
Output: Secure Data Transmission
1. Initialize the loT network with devices (devicelD) and users
(UserCredentials)
Assign Roles to the users (RoleAssignments)
Authenticate the user/device using the credentials
If the user is authenticated:
5. Check the access permissions for the assigned role (RBAC)
6. Ifaccess is allowed:
7. Encrypt the data with FE
8. Transmit the encrypted data via the loT network
9. If unauthorized access is detected:
10. Trigger Re-encryption process to update the encryption
keys
Upon reception, the recipient decrypts the data with their
decryption keys
Verify the recipient’s access permissions based on their role
If access is verified:
14. Decrypt the data and process it
Otherwise:
15. Deny access and log the event
End algorithm

2.
3.
4.

11.

12.
13.

4, RESULTS AND DISCUSSION

The proposed ISM-AAC mechanism for 10T applications
aims to evaluate the efficiency, performance, and security of
the system in comparison to traditional security models. The
simulation was performed using MATLAB and other
network simulation tools, and various parameters were tested
to evaluate the robustness of the system under different
conditions.

The simulation setup included a network of 100 loT nodes
randomly distributed over a 1000 m x 1000 m area, where
each node communicated with the central server via
a wireless medium based on the IEEE 802.15.4 standard. The
nodes transmitted data to the server under different traffic
loads to simulate different network congestion conditions.
The system performance was evaluated using key security
metrics such as confidentiality, integrity, availability, and
authentication. These metrics were critical to understanding
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the security capabilities of the ISM-AAC model in preventing
unauthorized access, ensuring data integrity during
transmission, guaranteeing access to resources, and verifying
the identity of users.

The results showed that the ISM-AAC model achieved
a confidentiality success rate of 98 %, effectively preventing
unauthorized access to data. In addition, the system ensured
data integrity with a consistency rate of 97 %, proving its
ability to protect from data manipulation. The authentication
efficiency of the ISM-AAC model was also remarkable, with
an accuracy of 99 %, significantly outperforming traditional
role-based access control mechanisms, which only achieved
92 % accuracy. This success was attributed to the integration
of FE and re-encryption processes, which strengthened the
model’s ability to secure communications and manage access
rights.

In terms of energy efficiency, the ISM-AAC system
demonstrated lower energy consumption compared to
traditional encryption protocols. While encryption operations
generally increase computational load, the ISM-AAC model
incorporates a lightweight FE scheme and an adaptive re-
encryption process, minimizing energy consumption during
data transmission. This is particularly important for loT
applications where the energy consumption of devices is
limited, and minimizing energy consumption while
maintaining high levels of security is critical.

The scalability of the ISM-AAC model was also tested by
increasing the number of nodes from 100 to 500. The system
was able to efficiently handle the increased load, with
minimal performance degradation. In contrast, traditional
methods experienced a significant drop in performance when
the number of nodes increased, indicating that the ISM-AAC
model is better suited to large-scale 10T networks. This
scalability ensures that the model can handle the expected
growth in the number of connected devices in future loT
applications.

Finally, the security of the ISM-AAC model was tested
against common attack scenarios, such as replay and brute-
force attacks. The system proved to be highly resilient, as the
encrypted data remained inaccessible without the correct
decryption keys. In addition, the integrated access control
process successfully blocked unauthorized access attempts,
further increasing the system’s security.

The results of the proposed ISM-AAC mechanism were
evaluated against several existing security models typically
used in loT applications and provide a comprehensive
performance comparison, which is shown in Table 2 and
Fig. 1.

Table 2. Performance comparison analysis.

Metric Traditional model ISM-AAC
Confidentiality 85 % 92 %
Integrity 2% 80 %
Authentication 88 % 91 %
Energy consumption 251 121
Scalability efficiency 80 % 86 %
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Performance Comparison: ISM-AAC Model vs Traditional Model
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Fig. 1. Performance comparison.

The ISM-AAC mechanism addresses these challenges by
combining FE and advanced access control protocols to
provide a more secure, scalable, and efficient solution. This
system integrates both encryption and access control in
a decentralized manner, minimizing the bottlenecks that
occur with centralized models. The advanced access control
process ensures that only authorized users or devices can
access the data, while the encryption mechanism ensures
secure communication within the 10T network.

When comparing the ISM-AAC mechanism with existing
models, several important improvements were identified:

5. CONCLUSION AND FUTURE WORK

The proposed ISM-AAC addresses the key challenges of
traditional 10T security by combining FE with decentralized
access control to ensure robust protection against
unauthorized access. The distributed architecture reduces
latency and eliminates bottlenecks that occur with centralized
systems, ensuring efficient operation even in large-scale 10T
networks. ISM-AAC offers superior scalability, maintaining
consistent performance even as the number of devices and
data volumes grow, and features an energy-efficient design
that minimizes computational overhead, ideal for power-
sensitive 10T applications. Compared to the existing models,
ISM-AAC increases security, reduces latency, and better
adapts to the dynamic requirements of 10T environments.
This mechanism provides a comprehensive solution for
secure communication in 10T networks and addresses gaps in
scalability, energy efficiency, and latency. Future
improvements for ISM-AAC could include integrating
blockchain for greater transparency, leveraging Al/ML for
adaptive security, integrating edge computing for faster data
processing, supporting 5G for higher throughput, improving
privacy-preserving techniques, optimizing cross-domain
interoperability, and enabling real-time security monitoring
for proactive threat detection. These advancements would
further improve the security, scalability, and efficiency of loT
systems and ensure reliable deployment across multiple
applications.
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